8 October 2014

iiNet’s response to Industry Consultation Paper – Telecommunications data
retention - statement of requirements September 2014 (v 1.1)
As a company with over 950,000 customers, iiNet has been a strong advocate for the rights of
consumers.
Over recent months, we’ve communicated with our customers on a range of high-profile topics,
including mandatory data retention. We received a significant level of feedback from both our
customers and other members of the public on this issue, with the majority supporting our
opposition to mandatory data retention.
Blanket data retention is mass surveillance. It is not something that we currently do, and would add
significant costs to the way we do business.
The basis of our objection to mandatory data retention includes:






a lack of evidence suggesting changes to the current laws will prove more effective than
existing laws, where we already cooperate with law enforcement agencies;
a lack of justification as to why we should be monitoring our customers for two years on the
chance this data may help an investigation;
no explanation why the existing (and less than two-year-old) preservation notice regime is
insufficient;
ISPs are not ‘agents of the state’ but if we are compelled to take this role, the government
should be responsible for the storage and security of this data; and
an international trend away from blanket data retention by progressive governments,
particularly in Europe.

In this response to the Attorney-General Department’s Industry Consultation Paper, we first respond
to the direct question concerning the practicability of retaining the set of telecommunications data
that meets the requirements outlined in the paper.
We then elaborate on our continuing and significant concerns with the government’s in-principle
decision to impose a mandatory data retention regime on communications providers, announced on
5 August 2014.
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A. Practical concerns with the proposed data set
iiNet is Australia’s second largest DSL Internet Service Provider and the leading challenger in the
telecommunications market. We maintain our own super-fast broadband network and support over
1.8 million broadband, telephony and Internet Protocol TV (IPTV) services nationwide.
iiNet welcomes this opportunity to provide comment on the Attorney-General Department’s
Industry Consultation Paper.
Uncertainty
“The proposed minimum standard includes no data that is not currently collected by some industry
participants.”
On 1 October 2014, the Attorney-General stated that the data retention laws will not “involve
anything beyond what the telcos do at the moment.1”
However, the proposed data set out in this latest Consultation Paper includes categories of data that
iiNet does not currently retain and has no business need to retain for the two-year retention period.
The Consultation Paper expressly states that data which falls within the defined data set will be
required to be retained “even if this exceeds business needs” and that “the policy recognises that
providers may need to modify some systems to ensure they meet the minimum standard”.
Our systems are geared towards how our customers’ services and settings are presently configured.
In many instances we don’t store how a customer used to have their service and settings configured
as we provide the service in response to how our customer has requested it that particular day. For
example, over time, a customer may change their DSLAM profile from “gamer” to “stable” or
upgrade their customer premises equipment (CPE) from one brand to another. We have no business
need to retain this historical information as it is not required to deliver the service today.
Nor is it helpful to refer to the proposed data set as “a narrow selection of telecommunications
data” given its extensive scope. The data generated as a result of our customers using the Internet
and mobile telephone networks is very different in nature and volume than traditional fixed-line,
analogue phone records.
The proposed data set outlined in the Industry Consultation Paper includes:


Subscriber name





















Additional authorised or registered users
Address - residential, business, post office, billing & payment, service installation
Account or service identifier - IP address, email address, phone number, international
mobile subscriber identity, other network identifiers
Any bundled services or additional accounts
Date of birth
Financial, charging, billing and payment information
Account status or billing type – including whether account has been suspended for failure to
pay and post/pre-paid status of the service
Identification and verification data - may include passport number, Medicare number, other
credit cards, rates statement
Available bandwidth
Upload/download volumes
Records of successful, tariff communications - time, date, duration of communication
Records of unsuccessful, untariffed communications - time, date where communications is
incomplete (eg unanswered)
Any identifier which uniquely describes the service at the time of the successful or
attempted communication, including date & time marking.
The source identifier for communications terminating on a provider’s network or service
(excluding URLs)
The destination identifier for communications terminating on another provider’s network or
service (excluding URLs)
Type of service - eg. ADSL, cable
Type of application - eg. VOIP, instant messaging, email
Additional features - call waiting, bandwidth allocation, upload/download allocations
Physical and logical location of device - at start of call, at end of call

Category 2 of the proposed data set is described as follows:
Information necessary to trace and identify the source of a communication (including unsuccessful or
untariffed communications).

In practical terms this category requires a material extension of our existing retention periods and in
some instances even the creation of data such as:




Email and webmail access logs – including identifiers associated with emails sent and
received (3.5 million non-spam emails per day)
CPE and device identifiers such as MAC address and type
connection history and bandwidth traffic consumption

iiNet has no business need to retain IP logs after routing. We do not use them for billing purposes.
This specific category of data would also require us to start retaining WiFi access logs.
The apparent requirement to capture the location when a communication or session starts and
when a communication or session ends is of concern. iiNet should not be required to create and
retain records about our customers’ use of our services that would not otherwise be created for our
business needs.
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In the attempt to be technology neutral, many of the obligations in the data set are vaguely defined.
All items in the proposed data set start with “information necessary to” and while there are
explanatory statements to try to give clarity as to what must be retained, uncertainty remains.
Category 1 also includes “supplementary information”. Providers should not have to make judgment
calls as to what is supplementary information and more generally as to what data falls within the
defined data set.
Other areas of uncertainty include the use of ambiguous terms such as “internet identifiers” and
“network identifiers”. The Industry Consultation Paper states that the retention obligation is limited
to the provider who has direct access to the data – but often no one provider has access to
significant portions of the proposed dataset. So who collates and manages relationships between
the then disparate data sets? Data models would have to be built which would provide a way to link
and contextualise data, which itself would have to be managed at significant cost, and would add
complexity, driving out timelines and decreasing the agility of the industry as a whole.
The identification of the communication end point is also another area of uncertainty as the end
point is often not the device we see the connection from – any number of devices can be behind
that device (the same is true of either mobile or DSL), and creating the connection.
The proposed data set includes a requirement to identify when a device is active or inactive – this
status can change several times a day, and would require active monitoring. It is also limited to the
connection point i.e. DSL or 3/4G modem. This specific retention obligation alone in itself would
create significant amounts of data. It is not at all clear what is the value for law enforcement
agencies of knowing whether a device is offline or not.
The Industry Consultation Paper states:


they considered individual data sets (as adopted overseas)



but they propose to make the primary legislation ‘technologically neutral’



and to provide ‘guidance material over time’. (Note - not by regulations, or even ministerial
determination.)

Detail provided by way of guidance material, which have no legal standing, is not good governance.
In short, iiNet is very concerned that this Industry Consultation Paper is suggesting that the
Parliament make vague and uncertain laws.
Data formatting
From the Consultation Paper:
Data retention does not require the centralising of data to a single point on each provider’s network,
the formatting of data in accordance with any technical standard, or the development of request
management systems to interface with agencies.

iiNet is concerned that law enforcement agencies will ask the government to require data is kept in
an ‘agreed’ format, and there will be little opportunity for industry to ensure that this ‘agreed’
format does not present an excessive technical and financial burden.
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The Consultation Paper states that providers won’t be required to develop request management
systems “to interface with agencies”. Yet there is no recognition of the significant work and
associated costs to ensure the retained data can be:


efficiently queried by the communications provider upon request, and



provided in a form to the requesting agency that can be understood.

iiNet has not been provided with any information concerning the capability of the relevant agencies
to analyse the broad range of categories of data which are proposed to be retained.
Privacy
iiNet is committed to providing excellent service. Respecting and protecting our customers’ personal
information plays an important role in this commitment.
The Parliamentary Joint Committee on Intelligence and Security (PJCIS) in concluding its discussion
on the topic of data retention noted2:
A mandatory data retention regime raises fundamental privacy issues, and is arguably a significant
extension of the power of the state over the citizen. No such regime should be enacted unless those
privacy and civil liberties concerns are sufficiently addressed.

The Industry Consultation Paper and the government’s public comments on data retention have not
sufficiently addressed the very real privacy concerns with such a regime.
Category 1 of the proposed data set requires the retention of information necessary not just to
identify the subscriber, but also refers to a range of ‘supplementary information’. This
‘supplementary information’ extends to personal information such as billing and payment history,
and current and historical contact information. The examples set out under this this category also
include: “any metrics that describe the use of the account, service or device, such as the available
bandwidth, upload volumes and/or download volumes”. What relevance this subset of the category
of data might have for law enforcement has also not been made clear.
The Office of the Australian Information Commissioner (OAIC) has spent considerable time and
resources since November 2012 educating businesses and the broader community about the new
Australian Privacy Principles3 (APPs). For example, iiNet participated as a partner with OAIC in this
year’s Privacy Awareness Week4.
Relevant to the issue of data retention, APP 3.2 provides:
If an APP entity is an organisation, the entity must not collect personal information (other than
sensitive information) unless the information is reasonably necessary for one or more of the entity's
functions or activities .

APP 11.2 also established requirements for APP entities to destroy or de-identify personal
information where it is no longer needed.
So on the one hand, we have one government agency highlighting the need for businesses like iiNet
to respect and protect our customer’s personal information and on the other, government and law
enforcement agencies calling for mandatory data retention of all our customers.
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Last month, the Privacy Commissioner also highlighted his concerns relating to mandatory data
retention 5:
there is the potential for the retention of large amounts of data to contain or reveal a great deal of
information about people’s private lives, and that this data could be considered ‘personal
information’ under the Privacy Act.
The retention of large amounts of personal information for an extended period of time increases the
risk of a data breach. Organisations holding this information need to comply with all their obligations
under the Privacy Act, including the requirements to protect personal information from misuse,
interference, loss, and unauthorised access, modification or disclosure.
Key to this debate will be ensuring the ongoing privacy interests of Australians. It will also be
important to consider whether a data retention scheme is effective, proportional, the least privacy
invasive option and consistent with community expectations. Any scheme should also be transparent,
accountable and have appropriate independent oversight.

iiNet shares these concerns. In particular, the retention of a vast set of personal information would
likely prove to be an appealing target for hackers all around the world – creating a risk of identity
theft in the event of a data breach6.

Retention period
The PJCIS report on potential reforms to national security noted that the Committee was asked to
consider:
Applying tailored data retention periods for up to 2years for parts of a data set, with specific
7
timeframes taking into account agency priorities and privacy and cost impacts. (our emphasis)

The Consultation Paper departs from this tailored approach. The Consultation Paper only refers to a
blanket two-year retention period that applies across all the categories of data to be retained.
There is no discussion of the possibility of tailored retention periods or why the maximum two-year
period and not the minimum six-month period set out in the EU Data Retention Directive was
chosen.
There has been no attempt to provide coherent evidence as to why this particular retention period
of two years should apply uniformly across all the categories of data set out in the proposal.
This failure to tailor retention periods to what is “strictly necessary” was one flaw highlighted by the
CJEU in its decision8 striking down the EU Data Retention Directive:
Article 6 of Directive 2006/24 requires that those data be retained for a period of at least six months,
without any distinction being made between the categories of data set out in Article 5 of that
directive on the basis of their possible usefulness for the purposes of the objective pursued or
according to the persons concerned” (para 64)
“it is not stated that the determination of the period of retention must be based on objective criteria
in order to ensure that it is limited to what is strictly necessary” (para 65).

A standard two-year retention period is not necessary or proportionate. It would force significant
extra expense on communications providers who have no business need to retain the complete
proposed data set for that significant period of time.
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In 2010, the European Data Protection Supervisor called the EU Data Retention Directive: “without
doubt the most privacy-invasive instrument ever adopted by the EU in terms of scale and the number
of people it affects.9”
The legitimacy of the EU’s Data Retention Directive has in fact been questioned since legislation was
first proposed in 2002.10
In April 2014, in a landmark judgment the EU Data Retention Directive11 was declared invalid by the
Court of Justice of the European Union (CJEU)12. It was especially problematic that the Directive
effectively introduced blanket surveillance and treated everyone’s data the same:
"the fact that data are retained and subsequently used without the subscriber or registered user
being informed is likely to generate in the minds of the persons concerned the feeling that their
13
private lives are the subject of constant surveillance. "

In practice, the CJEU ruling means that any legislation requiring retention of communications data by
a Member State of the EU should now comply within the framework set out in the judgment14. This
framework includes the following principles:


restrict retention to data that is related to a threat to public security and in particular restrict
retention to a particular time period, geographical area and /or suspects or persons whose data
would contribute to the prevention, detection or prosecution of serious offences (paragraph 59);



distinguish between the usefulness of different kinds of data and tailor retention periods to the
objective pursued or the persons concerned (paragraph 63);



ensure retention periods are limited to that which is ‘strictly necessary' (paragraph 64);



restrict access and use of the data to the prevention, detection or prosecution of defined, sufficiently
15
serious crimes (paragraphs 60-61).

These principles are very much relevant to the current discussion in Australia. It is therefore very
disappointing that none of these principles appear to have been acknowledged, let alone adhered to
in either the proposed data set or the explanatory statements set out in this latest Industry
Consultation Paper.
Cost
It is very hard to measure exactly what a mandatory data retention scheme will cost, even with the
information provided in this paper about the proposed data set.
The government does not propose to mandate particular security standards, according to this latest
Consultation Paper. However, retaining the proposed data set for two years involves significant
security risk, and significant costs associated cost to manage this risk.
Current security and integrity controls on data retained for legal reasons such as financial data, has
evolved over many years and these applications are significantly different to applications which
retain general logging information. Put simply, financial applications are designed significantly
differently to a logging platform or other database driven applications. If iiNet was compelled to
introduce the same level of functionality to preserve the integrity of the full retained data set it
would incur significant cost including audit costs.
No guidance has been provided on other practical issues such as whether communications providers
will be free to seek the lowest cost solutions. For example, will offshore cloud storage be acceptable
8

or will the data be required to be stored in Australia? As set out in Appendix A, there are many other
unanswered questions about how any scheme will work in practice.
The categories of costs include:
-

upfront capex costs

-

ongoing maintenance and investment such as hardware replacement (each 18-24 months)
for storage of retained data

-

costs of capturing the data (and in some cases creating data that hadn’t been previously
created);

-

storing data with appropriate security and evidentiary integrity;

-

retaining the data in such a way that it is readable/understandable by the agencies;

-

secure destruction of data after the retention period has lapsed;

-

handling requests for access from law enforcement agencies;

-

dealing with our customers’ concerns and queries about the retention of their personal
information.

There has been no suggestion by the government that it would reimburse or even contribute to the
substantial costs incurred by providers in complying with a mandatory data retention regime. In
these circumstances, consumers will ultimately bear these costs.
This position on costs is a departure from the recommendation in the PJCIS report in which it was
stated that if the government was persuaded to introduce a mandatory data retention regime “the
costs incurred by providers should be reimbursed by the Government”.
iiNet does not agree that it should accept the role proposed by those calling for an onerous data
retention regime. If, however, we are ultimately compelled by law to collect such data, the
government must be responsible for its storage and protection.
iiNet is also concerned that the significant costs of a data retention regime could also result in a less
internationally competitive communications sector.
Exemption regime
The Industry Consultation Paper suggests that the data retention obligations may include
appropriate exemptions for services that are of limited or no relevance to law enforcement or
national security, such as IPTV services.
The exemption regime of the nature outlined in this paper does not provide the necessary
transparency or certainty for industry or consumers. It could, for example, result in a situation where
a well-resourced provider could get an exemption for IPTV services and another industry member
may not.
If the government does proceed with a data retention scheme, it should follow the framework
outlined in the CJEU’s judgment, which includes adhering to the following:
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only retaining data that would contribute to the prevention, detection or prosecution of
serious offences



distinguishing between the usefulness of different categories of data and tailor retention
periods to the objective pursued;



addressing the consequences of the scheme for lawyers and journalists who expect
confidentiality for much of their communications.

Access to communications data
The Consultation Paper does not propose any changes to the increasingly contentious regime for
accessing communications data.
iiNet agrees with the PJCIS’s recommendation that the Attorney-General’s Department should
review the threshold for access to communications data. Such a review should reduce the number of
agencies able to access communications data, for example, by using gravity of conduct which may be
investigated as the threshold on which access is allowed.
Analysis of the publicly available figures has revealed that:
No less than 40 government agencies made 293,501 warrantless requests for metadata from internet
service providers in the 2011-12 financial year. Just 56,898 of those requests were made by the
Federal Police, which has the primary criminal law-enforcement role. The RSPCA, Wyndham City
Council, the Tax Practitioners Board and even the Victorian Taxi Directorate also have been allowed to
16
access individual telecommunications data for a ‘law-enforcement purpose. The CJEU also provided
guidance on this question of access to data collected under mass surveillance regimes in its landmark
judgment striking down the Data Retention Directive. In its decision the Court accepted that data
retention constitutes a prima facie interference with fundamental rights, not least because so-called
17
‘metadata’ “may allow very precise conclusions to be drawn concerning … private lives” . If access to
this sensitive data is granted, the Court said such access must be subject to prior review "carried out
by a court or by an independent administrative body."

Ideally requests to ISPs such as iiNet for access to communications data would be accompanied by a
warrant.
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B. The case for data retention has not been made
“Providers should be subject to data retention obligations for all services they provide to the
public, whether directly or through contracts involving third parties.”
iiNet continues to be very uncomfortable with the notion that commercial businesses may be forced
into a role as unwilling agents of the state to collect, store and safeguard very large databases for
which the companies themselves have no use – a role very different from that which those
companies were originally established.
As the Office of the Victorian Privacy Commissioner submitted to the PJCIS the proposal for a twoyear data retention scheme:
“…is characteristic of a police state. It is premised on the assumption that all citizens should be
monitored. Not only does this completely remove the presumption of innocence which all
persons are afforded, it goes against one of the essential dimensions of human rights and privacy
18
law: freedom from surveillance and arbitrary intrusions into a person’s life. ”

There has been no compelling evidence put forward that demonstrates that these new laws will be
any more effective than the existing laws.
UK representatives before the CJEU in July 2013 conceded there was no “scientific data” to underpin
the claimed need for data retention19. As the authors of a study on the EU Data Retention Directive
highlight in respect to the “evidence” which had been presented to justify the Directive, it is
sufficient to note that the plural of anecdote is not “data”20. Last year the Privacy and Civil Liberties
Oversight Board found21 that there is little evidence that the metadata program has made the US
safer.
Dr Bendall, the former Victorian Privacy Commissioner, for example has expressed scepticism as to
whether data retention would aid law enforcement and national security agencies due to the
incentive this would provide to anonymise communications.22
The proposed data set and lengthy retention period is also not necessary or proportionate23. What
is being proposed is not a targeted approach but wholesale collection and storage of data of all our
customers. To quote Paul Bernal, commenting in the European context,
“Most importantly, *data retention+ still works on the assumption that there is no problem
with collecting data, and that the only place for controls or targeting is at the accessing stage.
This is a fundamentally flawed assumption – morally, legally and practically.
At the moral level, it treats us all as suspects.
Legally it has been challenged and beaten many times – consistently in the European Court of
Human Rights, in cases from as far back as Leander in 1987, and now in the ECJ in the
declaration of invalidity of the Data Retention Directive.
Practically, it means that data gathered is vulnerable in many ways – from the all too evident
risks of function creep … to vulnerability, to leaking, hacking, human error, human malice and
so forth.
Moreover, it is the gathering of data that creates the chilling effect – impacting upon our freedom of
24
speech, of assembly and association and so forth. This isn’t just about privacy. ”
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Not “just” like an envelope …
To date, informed discussion concerning data retention has been hampered by the use of faulty
analogies to explain complex issues and the frequent use of the words “just” or “only”.
Here are just a few examples that explain why analogies or claims of “just” or “only” metadata are
misleading in this context:


In May this year, David Cole25, a Professor in Law and Public Policy at Georgetown University Law
Center highlighted that NSA General Counsel Stewart Baker has said, “metadata absolutely tells
you everything about somebody’s life. If you have enough metadata, you don’t really need
content.”



General Michael Hayden, former director of the NSA and the CIA, called Baker’s comment
“absolutely correct,” and frighteningly asserted: “We kill people based on metadata.26”

Caspar Bowden, a specialist in EU Data Protection and European and US surveillance law has
argued27 that:
It is incompatible with human rights, in any democracy, to indiscriminately and continuously collect
communications data or metadata on the entire population. The essence of the freedom conferred by
the right to private life is that official infringements must be justified and exceptional.

The EU Advocate General, Pedro Cruz Villalón, in his 2013 opinion28 supporting the overturning of
the EU Data Retention Directive:


Argued the retention of such data: “may make it possible to create both a faithful and exhaustive map of a
large portion of a person’s conduct strictly forming part of his private life, or even a complete and
accurate picture of his private identity.”



Highlighted the risk that the retained data might be used illegally in ways that are “potentially detrimental
to privacy or, more broadly, fraudulent or even malicious”.



Expressed concerns that data retained under the directive is not held by public authorities but by the
providers themselves; and that it does not need to be physically stored in the EU but can be kept on
servers anywhere in the world.

Ryan Gallagher in August this year reported29 on the role of metadata in the CIA’s “extraordinary
rendition” program, which involved kidnapping terror suspects and taking them to secret "black site"
jails. Gallagher noted that in June 2013, President Obama tried to dismiss concerns about metadata
collection in the United States by claiming that "nobody is listening to your telephone calls."
However, as Gallagher noted:
… clearly, the government doesn't need to be listening to your calls to deem you a threat. That
metadata has been the deciding factor in targeting people for extraordinary rendition is a profound
illustration of that — and it shows that metadata collection has real-world ramifications: it is not just
some benign activity.
During the height of the extraordinary rendition program, for instance, some of the people targeted
were victims of what was called "erroneous rendition." In other words, the CIA would kidnap the
wrong person.
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The significant implications for all Australians of a mandatory data retention scheme should not be
downplayed by resorting to misleading analogies or rhetoric of “just” or “only” metadata that has
dominated much of the public discussion.
Existing preservation notice regime
Largely absent from the discussions on data retention to date is that changes made to the
Telecommunications (Interception and Access) Act in 201230 have already given new and significant
powers to law enforcement and national security agencies. These amendments provide certain law
enforcement agencies the power to undertake targeted requests for data, for example, by issuing an
“ongoing data preservation notice”. As explained in the Act:
This Part establishes a system of preserving certain stored communications that are held by a carrier.
The purpose of the preservation is to prevent the communications from being destroyed before they
31
can be accessed under certain warrants issued under this Act .

‘Enforcement agencies' and 'interception agencies', including the AFP and state police, are
authorised to issue data preservation notices if they consider:


there are reasonable grounds for suspecting there are or may be stored communications
that might assist in connection with the investigation of a 'serious contravention', and



the stored communications relate to the person covered by the notice.

Law enforcement agencies will only be able to access the information retained pursuant to a
preservation notice under a warrant.
Targeted preservation notices used together with stored communications warrants provide an
alternative framework to mass data retention. iiNet believes this is an approach which better takes
into consideration privacy and civil liberties concerns while being more likely to ensure that any
retention and access to our customer’s personal information is necessary and legitimate.

De facto widening of section 313 obligations
Section 313 of the Telecommunications Act 1997 places obligations on carriers and carriage service
providers to “do (their) best to prevent telecommunications networks and facilities from being used
in … the commission of offences” and to give Commonwealth, State and Territory authorities “such
help as is reasonably necessary” for purposes including enforcing the criminal law.
The extent of the obligations of carriers and services providers under section 313 is already vague
and uncertain. Under the proposed data retention laws these obligations would remain vague and
uncertain, though would likely be widened, given that carriers and service providers would hold
additional information so arguably become more able to “do their best” or provide “help”.
It is unsatisfactory that the proposed data retention obligations do not in parallel clarify and
appropriately define and limit the obligations of carriers and service providers under section 313.
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Overseas experience – is data retention the way the west is going?
In July this year, the Attorney-General asserted that mandatory data retention is “very much the way
in which western nations are going.”32
This generalisation deserves some close scrutiny, as there are significant contra-indications.
Quite a number of western nations have taken a different view to data retention than that
contemplated by the Australian government. For example –
Country

Status of Telecommunications Data Retention Regime

Austria

Ruled Unconstitutional

Bulgaria

Ruled Unconstitutional

Cyprus

Ruled Unconstitutional

Czech Republic

Ruled Unconstitutional

Germany

Ruled Unconstitutional. No mandatory data retention

Romania

Ruled Unconstitutional (twice)

Slovenia

Ruled Unconstitutional

Denmark

Session logging ceased following judgment of European Court of
Justice

Slovakia

Ceased following judgment of European Court of Justice. Records
deleted.

Sweden

Under Challenge, judgment pending

UK

Under Challenge

Ireland

Under Challenge

Switzerland33

Under Challenge

Norway

No mandatory data retention regime

Digital Rights Ireland who were one of the parties to the CJEU challenge to the EU Data Retention
Directive have highlighted that:
“It is unprecedented in Europe for a law to be struck down so widely. Data retention has been
rejected unanimously by every supreme court or constitutional court to consider it – at last count
being held unconstitutional in Austria, Bulgaria, Cyprus, the Czech Republic, Germany, Romania, and
34
Slovenia as well as by the European Court of Justice”.
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Germany has been without data retention measures since 2010, following a decision of the German
Constitutional Court. The Court emphasized that the collected data could be used to establish
“meaningful personality profiles of virtually all citizens and track their movements”.35 The following
year, a German parliament study concluded data retention in Germany had led to an increase in the
crime clearance rate of 0.006%.3637
In Norway, data retention legislation is yet to be adopted, despite it being a member of the
European Economic Area38.
Under Denmark’s data retention regime, which commenced in 2007, communications providers
were required to retain and store all their customers’ telephone and internet data for a period of
one year. The telco industry bears the cost of this storage and retention of their subscribers’ data39.
The Danish law contains a requirement for session logging. The following information must be
retained: source and destination IP address, source and destination port number, transmission
protocol (like TCP and UDP) and timestamps40. In 2013, a report41 produced by the Danish Ministry
of Justice, highlighted that five years of extensive Internet surveillance have proven to be of almost
no use to the police42. The report mentions only two cases in which session logging proved useful to
the police — and both were cases of financial crimes. Torben Olander reported: “… the police and
security services are drowning in a tsunami of user data that they cannot sort and therefore cannot
use.”43
Following the CJEU ruling in April this year (discussed above):


four Swedish communications providers deleted their retained data. Since May 2012, they had
been required to store subscriber and location data for mobile, internet services, email, and
internet telephony for six months. The Swedish telecommunications regulator decided it
wouldn't take action against them, despite the continued existence of the Swedish data
retention law.44



The Danish parliament asked the government to consider the implications of this decision for
Denmark’s own data retention regime. In June 2014, it was reported that the special session
logging requirements in the Danish law will, be lifted immediately45. The publicly stated reason
for this was not the CJEU ruling, but the technical difficulties of using this retained data in police
investigations (as outlined above).46



The Constitutional Court in Slovakia suspended the relevant provisions of the Slovak data
retention law and included an order to delete already retained data immediately.47 Both the
Slovenian and Romanian Constitutional Courts also ruled blanket data retention to be
unconstitutional in July this year.48

UK - New Data Retention and Investigatory Powers Act
Australian politicians and representatives from law enforcement agencies have repeatedly pointed
to the data retention law (known as DRIP)49 recently passed in the UK.
The UK was the first EU government to change its law on data retention following the Court of
Justice of the European Union's judgment in April (which found that blanket data retention severely
interferes with the fundamental rights to respect for private life and to the protection of personal
data).
15

What the Australian politicians and law enforcement officials invariably fail to mention is that in
passing this “emergency” legislation the UK is “consciously acting in defiance of the CJEU ruling50”.
Nor have they been open in acknowledging that this new data retention legislation in the UK is being
challenged both in the national courts and at the European Commission level51. Two British MPS are
launching a legal challenge to the new legislation. They argue that DRIP is incompatible with Article 8
of the European Convention on Human Rights (which covers respect for private and family life) as
well as Articles 7 and 8 of the EU Charter of Fundamental Rights (respect for private and family life
and the protection of personal data)52.

UN High Commissioner for Human Rights report on the right to privacy in the digital age
In July 2014, the UN High Commissioner for Human Rights released her report on the right to privacy
in the digital age53. Relevantly, the report stated54:
Mandatory third-party data retention is neither necessary or proportionate


It has been suggested that the interception or collection of data about a communication, as opposed
to the content of the communication, does not on its own constitute an interference with privacy.
From the perspective of the right to privacy, this distinction is not persuasive. The aggregation of
information commonly referred to as “metadata” may give an insight into an individual’s behaviour,
social relationships, private preferences and identity that go beyond even that conveyed by accessing
the content of a private communication. (para 19)



It follows that any capture of communications data is potentially an interference with privacy and,
further, that the collection and retention of communications data amounts to an interference with
privacy whether or not those data are subsequently consulted or used. Even the mere possibility of
communications information being captured creates an interference with privacy, with a potential
chilling effect on rights, including those to free expression and association. The very existence of a
mass surveillance programme thus creates an interference with privacy. (para 20)



Governments frequently justify digital communications surveillance programmes on the grounds of
national security, including the risks posed by terrorism. Surveillance on the grounds of national
security or for the prevention of terrorism or other crime may be a “legitimate aim” for purposes of
an assessment from the viewpoint of article 17 of the Covenant. The degree of interference must,
however, be assessed against the necessity of the measure to achieve that aim and the actual benefit
it yields towards such a purpose. (para 25)



Concerns about whether access to and use of data are tailored to specific legitimate aims also raise
questions about the increasing reliance of governments on private sector actors to retain data 'just in
case' it is needed for government purposes. Mandatory third-party data retention – a recurring
feature of surveillance regimes in many states, where governments require telephone companies and
Internet service providers to store metadata about their customers’ communications and location for
subsequent law enforcement and intelligence agency access – appears neither necessary nor
proportionate. (para 26)

iiNet urges the government and policy makers to take into consideration this overseas experience,
together with the range of other matters set out in this response, when considering this proposal to
introduce mandatory data retention.
It is also critically important that there is appropriate time provided for meaningful and informed
public consultation and scrutiny of these proposals. We trust that this contribution contributes to a
robust public discussion.
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Appendix A
Unanswered operational questions
The consultation paper focuses on providing information to industry on the proposed data set.
No certainty has been provided on how the regime might operate in practice. A meaningful exercise
on estimating the costs that might flow from such a regime cannot be undertaken by industry
participants without this information.
The questions54 that remain unanswered include:
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How is the new system, if created, to be reconciled with Privacy Act requirements? For
example, will there be a carve-out so that customers cannot ask for access to their 2 years of
the retained communications data?



What controls/limitations will there be over which agencies can request access to the
retained data?



What is the mechanism for ensuring that retained data can be used only for national security
purposes and/or enforcement of serious criminal laws?



How will any data retention regime interact with the existing preservation notice regime in
the TIA Act?



What requirements will be put in place in relation to disposal of data by both industry and
agencies?
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What oversight mechanisms will be in place for any data retention regime? For example, will
ISPs and/or agencies be required to report to AGD in relation to requests for data retained
under the data retention regime?



Will there be review periods built into the regime? For example, what controls will there be
over the way requested data sets might be asked to be amended as new technology
emerges and other technology becomes less important?

